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Traditional voting system
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Source: Faroog, Ifthikhar & Khelifi, 2022

Proposed voting system architecture

i

Records

g Connect to blockchain
Digital Wallets mough dAPP Identification
User Profiles Authorities
Candidates Proﬁle ’
Verify ‘ -=
/1 “User ldentity
~—
Voting Management
Data .
(Voting Information) o (\'\IS) £
< ) B
ngxl\iget;d 2 , " oo | . I oo
‘__" -« mﬂ; > g Authorities
N ™S

Smart Contract Blockchain
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Flexible Consensus

Algorithm

penuuuszLlianansasasiunalndunuilduasuuiieresiudunaspzmmsueunn Toarnasiuazniy
nalngumaRuiy Proof-of-Work usianansniliuiasudunalnauldmends lidraziilu Proof-of-Stake Proof-
of-Vote Proof-of-Trust Wsa Ripple e liiinaussanmniminaugeae (Mesunenalndumuiusiazguuuy
wandli Box 1)

51% Attack

aaszuitensesiunstani 51% fenaiediuly 2733 A (1) Tufin Hash rate? aeainga (Miner)/fnauday
(Verifier) ustazaul3luszuusaaniilensmagey uazsiuiliingnauilil Hash rate snnndrfesas 51vnnns
wimmdwmnﬁ'ﬂmﬁzﬂ uaz (2) ﬁﬂi‘v‘l_l')uﬂ’lﬁ‘ﬁﬂLaﬂﬂﬁ/ﬂﬂmﬁ’ﬂuﬂ’]ﬂa’ﬂﬂﬂ% Tnadndneing mmﬂ'lﬁmmfmﬂmm
niaeniiEimihfuRaTay il ivwmmimmuuumm@vrvmmmm\imLmeum@@mnm LLmLu@wumm
fAndni nsvmummmmuumvmawﬂmmwuw‘imﬂ@miuumwamfmmu anntunguiingagAsageuinufen
EuIWIA MRn9n (n@umumwﬁ) azdprauasatatnauazansavwsiels  daunguitnyaiiAndymn
(nfugasasdt) azgnilafumnnissetntuasbildfuaynyalindudhanaunindiidnnadamsdeniaz
MIIREBLIANNY NGB

Chain Security
Algorithm

" SR s - 4 o o = B
aanalndnluifiienmasaunnnugnaeeesufenauiainmanulasadt Tnenalnfiasyinaunnaian
. et . »
mafinuden s Tnenssaauudenludinifintudngniesuazsendureuiudenuifiaznszanaldmnanly
9
wisatng wiinnwuaaRealninalnazdsznialinaunsududenautduluay

Unspent Transaction
Output (UTXO)

5 ; 5
szuuilldnaln UTXO Aewdledunasazuuuld 1 wiagluen dnaeacldsuurogidumeialunewds Tnaszuy
X vl = X A 9 o ~ P A A
HazlaifiAnsssaniinganssu (No transaction fee) Wagasazuuuld 1 wianlunisaspzuuunianasasilede
: o

FaTia (Digital signature) UA2 §3N73NATgNUWANUALINYAAENTINL A1T89 UTXO NAIgINsTiusazaTazgn

ar ¢ o ¥ v ' e~ %’ 2
diudugusivinligasazunulianunsoasdnazuuulaon

Smart Contracts

Vmum']'E]@'ﬂﬁ‘ﬂwﬂ”ﬂﬂ@ﬁ\r]\isﬂuﬂ@qﬂ'ﬂuuﬁqﬂﬁ‘uﬂﬂqﬂqmﬂﬂﬁ\:ﬁm\iﬁ 5! 1) ‘]]ﬂzm.lm’]LWEMTQ@@EUM’]NHF@@W’]NNW
@QﬂvLLuuﬂuuuj Nﬂw‘ﬁ@\iﬁvuuu LL@vLN'ﬂﬂﬂiUﬁ"ﬂ\jﬂWﬁ NN’]MV’]VLLuu’%ﬂﬂLT’E)NE]’EJT]‘U'MLIEUW@ﬂ'il‘l_IUVl@v‘i_I\i‘]]'J’l
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Q'ﬂ@L@W‘Luﬂr]ﬁ\mﬁ\'ﬂQﬂ’ﬂuquLV?HEUM VC 1HQE@L@W?J@Q@Nq@QﬂvLLuu LL@v@@’QunuLﬂﬁ'ﬂﬂ__ﬂMLﬂ@ﬂ@uﬂﬂ@\iﬂqﬁ‘
= v & T = ' o o o ol A o =
ANATHUU (Wu\iﬂu@\iﬂ:?uuiﬂmuu\?ﬂi\i) iQNﬂQﬂqﬁ\@\i‘ﬂ@ﬂqqmLL@\?LW@H&JEQIW?F‘WWN@Q@ 3) Aqﬂmmmr]wmﬁ"]qg’ﬂu
P Py
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Source: Krungsri Research
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Proof of Work (PoW)

PoW Lﬂun@iﬂﬁ‘lﬁﬁﬂw (Miner) LLﬂqﬁuLLfﬁwﬂ’ﬁmummrﬁmﬂmm’lﬂiu mdeﬁmaummﬁmquhmﬂwhﬁu 1 WAl
Anuiuldvindy 10,336,613 lusiu 1 seauusnudldinmiasaessnnwivuie 2,903 fu 3,571 ﬂu@uq Tuszuufay
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(A TNENNNINARIATIadaL LA BTN TRl atinslsfans Pow Lﬂuixuumnﬂlummmamwuiwmwumm Tngann
Finaeinadnasis miLLﬁ‘EWﬂmmmmmmmmmmummmmmauwmqmi Faandetaindsnsfmnnuaznisldndan
A luszauga Famnulamisnmaaeniilugi 2,903 fu 3,571 @mﬂuimmm@uwwmmim@iu Az lgdendnunn®

Proof of Stake (PoS)
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Proof of Vote (PoV)
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Proof of Trust (PoT)
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Ripple ttaz RPCA
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Tfunnlnuadusen yn 2-3 Jwnn®

Source: Krungsri Research

on_Vote_Mechanism_Consortium_Block
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https://www.krungsri.com/th/research/research-intelligence/the-merge-of-ethereum-2023
https://www.krungsri.com/th/research/research-intelligence/the-merge-of-ethereum-2023
https://www.researchgate.net/publication/323209703_Proof_of_Vote_A_High-Performance_Consensus_Protocol_Based_on_Vote_Mechanism_Consortium_Blockchain
https://moralismoney.com/blog/what-is-a-proof-of-trust-consensus-protocol
https://reasonabledeviations.com/notes/papers/ripple_consensus_protocol/
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Process of Transaction

[ a =
TRl s MUARNEUAD IWEAIATL LR EIEINNTOATIAFDUNITAIATLUULRIAULA

BVMS

Identification
Authorities

Blockchain
Network

Enter ID and Authenticate
Password Voter
[ Invalid —

1

Add I

Digital Signature

Select
Candidate

—

Validate
Transaction

Valid

Commit
Transaction

Source: Faroog, Ifthikhar & Khelifi, 2022; Krungsri Research
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Riambau 3mmzﬁmmizﬁﬁm@mﬂaqﬂ‘llﬂﬁf’wudwwqﬁﬂiiumimﬂ:LLuu%Lﬂ?{ﬂu"Lﬂmﬂtimmmuumd'ﬂdwm@iﬂﬁ n3LAY
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10/ @unsnenuaasdaaiuANldannMsAnHaTLLfiNTed Kai Ostwald and Guillem Riambau, ‘Voting Behavior under Doubts of Ballot Secrecy:
(Un)Intentionally Nudging Voters Towards a Dominant Party Regime’, 17 May 2021
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| Blockchain |
List of Eligible Voters | | S — v
: =I Vote to Candidate Z l—' Encrypted —>| Candidate Z gets Vote |
- i — Vote to Candidate Z >
570b1 l
A 4
3776efa261 o e e . S | Candidate Y gets Vote
2 Encrypted Q
75201 1220 7b6a7 & >
1 —>| Vote to Candidate Y |—> E > Vote to Candidate Y. 1 o}
31001bbfda67: 1: w D
435906 —PI Vote to Candidate X l—' l A 4
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Vote to Candidate X A
Public Key Private Key
Crypto Server

Source: Alvi et al., 2022; Krungsri Research
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