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Tuil 2022 NANMILENNININIRY (Financial service) Tasaniigsnasuiang Deiugnavnssunieisesiunansenuann
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swiasaslilamnsnegfisliusiseussamuiumalulat Inadayaann Statista ArpdnAnldanesumalulagansaume
(IT) 22971AL3N1IMN9N13_U azAndludndiuiaaas 10 2099els Tnefifesdsiuiulatane JP Morgan Saiduaniney
a Y a ~ , I 1% N o= A o PRy A
Aauazglisnimienistueeujaestan Idvjusudszanusumalulaggais 1.2 wiuduneaasanis® aesjsiinag
W 5 suvan Taun (1) nslfudgessunliiugsda (Modernization) i nisdneligszuunanas (2) nagnsaudass
(Data strategy) (3) N3AIAAUINIBANANNITNES (Top talent) (4) N1TLFWNIIANINARSTOUAT (Product operating model)
uaz (5) suanutlasnianislawes (Cyber security)
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RUUN ATNE ARIUNTTH
Retail Others
etai
oo, 5% Software 18%
(] .
X Manufacturing
Education 26%
7% Tech Hosting/ Cloud 11%
Travel and
Transportation Financial Services 10%
8%
Retail& e-commerce 7%
Energy i .
13% Flnar?ual
Services Transportation & logistics 5%
19%
Healthcare
16% Healthcare 5%
Source: IEEE, Krungsri Research Source: Statista, Krungsri Research

1/ doyaannnsdnmannuAaiiiusesdidtammydunaluladluuineses Institute of Electrical and Electronics Engineers
(IEEE) lwiadia “ THE IMPACT OF TECH IN 2022 AND BEYOND"
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https://www.bot.or.th/landscape/virtual-bank/results/
https://tearsheet.co/new-banks/what-jpmorgan-is-doing-with-that-12-billion-tech-spend/
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sUIATEINITIRRNLLLRARILILENTIRanziazawtanaulandgnatusazselaatnegla (Hyper-
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(Loyalty) léusupnsvinunananisugeduluansginigldiiznimaenisiu Tnseudnenaes BCGY syidn nsiniaue
waRsTuaiseLENTlugLuLL Hyper-personalization anansadaenszguseldligsiaiefenas 10 Gan1sfiounpnsd
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vinganssulaazaanaunariuginsafaansnaonlale (Wearable devices) iy wrinidaeses vizadanimvingsnssuniy
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Source: EIU, Krungsri Research

4/ Customer Insight Analytics WhwuinaTuladif Gartner @”mlﬁafﬂwﬁm Peak of Inflated Expectations
o , o A A o oo Py = o
vizaiudamaluladindunseuavsainisnanaialuaendnelull 2022 ks
5/ https://www.bcg.com/p z
6/ https://hbr.
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https://www.bcg.com/publications/2019/what-does-personalization-banking-really-mean
https://hbr.org/sponsored/2022/10/whats-next-in-payments
https://www.americanbanker.com/news/the-rise-of-the-invisible-bank
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Modern
alternative NFT users, m
assests users, m Crytocurrencies === NFT
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token) Iwmumwmwamil‘nﬂiﬂﬂfnu (Utility token) aaamaul NFT (Non--fungible token) mmmmwmmuimw uniased “lanead NFTs AUUNUNNU895UNA~

9/ https://www.investin
10/ https://tf [
11/ mﬂm\iuﬁ‘%ﬁmmﬁmmmmq (CBDC) mNuaaﬁwmﬂimﬁmminmﬂumﬂiwwm 'Mmmmmuumiumqmmuwﬂuﬁuumwmmmmm:mﬂmmﬂivmmuhnuﬂﬂluﬂmuu usiag/lu

iﬂLmuﬂmnmﬂunm’mmmfmmw@ummmemﬂmw VARSI
12/ Web 3.0 fia uusAngy memaummLumluﬂmﬂmwmmmmmmmwu finsldnatuladlni smussdeyasine Wuetedaieduwsaiutayasedtaniifnane dalinau
daafuguateya uazgldarmnsnvin@du (Monetize) mnifemnuesusiazanld Ty Web 3.0 wlusngudnAtyes Cryptocurrency, DeFi, Metaverse uaz NFT
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https://www.krungsri.com/th/research/research-intelligence/NFT
https://www.investing.com/news/cryptocurrency-news/jpmorgan-to-launch-crypto-wallet-under-new-trademark-2949846
https://thestandard.co/mastercard-crypto-mass-adoption/
https://www.krungsri.com/th/research/research-intelligence/CBDC-2022

o
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mnwmmqm ("Anywhere anytime”) mﬂmu@umﬂmlmwummmmmnwlﬁmﬂim (Work from anywhere) ffafinAny
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Compliance) agnaLduaan
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ANAIATYTUNNIa sz uLinEnAuLaeafaiaafeputn@elie wilusuzinaati suianstalwiaendiuniaids
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Qﬂ r@ Digi‘tal first

6 I Utilize technologies for better customer experience and more working
@ efficient

Digital payment
Create new ways of seamless payment e.g., pay via wearable devices and
embedded finance services

Modern alternative asset
Dealing with new challengers of financial land scape

Pioneer of future technologies
Prepare for future technology now for new generation of customersin
the future e.g., Metaverse, Web 3.0

-7 i
5 @] T Cyber security '
.\ L. Protect bank and customer from cyber crime

Source: Krungsri Research
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Lﬁ@mmiuiaﬁnmﬂLﬂuﬁ%’ﬂzﬁ’wﬁmﬁnnmmdqwﬁﬁummqLmzﬁﬂﬁqm’mlﬁﬁu ”Laidwuﬂuﬂi:mﬂmﬁﬁmﬁﬂui Lﬁmyy‘u
snuazlfufalimehaounsesmiitinseniuiumatulad i agaue neanaunagsiafiuualiumaluladyinly
nInanlann19AUAATA (Digital transformation) muﬁqmﬂ?]yw,l,@:iﬁnmﬂLﬂumwﬁwm‘lﬁumeiﬁﬂﬁjﬁ@ (Business
model) TasunLnnasAng daiu dwsumasunansudanindnlameluladieiun sl ldmnzasda duailaunis

AnasndndtyielietsenluansginainnisliuiniamenisBuiudsduiuedegnen 39ungeAinesdinszuaes

waTuladnsuiAsAsFassumINaduazisisanansutalut 2023 Taun

"Al is probably the most important thing humanity has ever worked on.

| think of it as something more profound than electricity or fire.”

“Al @;’ﬂﬁ’?HLﬁua?’dﬁﬂvﬁﬂV[yﬁ@ﬁﬁ:ﬂ‘lgkfﬂiﬂEIV?’N’WJJW)”CJEI UAza199EA1AZYNINND
InWuse IWidasn”

Sundar Pichai
CEO, Google

ANa1dnesuaes CEO uidmalulagimalunjaedandiadmaudn matulad Al azdrunfunumuaznanaily
walulagnnanianlanliiasuuladlededuwds Tne PWC™ pranisnidn il 2030 matuladl Al azadrayarmig
\ATgAAgane 15.7 drudunesafansy taqtiumaziiulddiniagsialuynananssuGuliaaudrAnyiunisaayui
dl ¥ o = :I/ v ¥ dl a % v J v a [ 53
Nendasiumalulad Al isainausenisld Al iansmazilunisainsdssaunisalliungndn nsdiazvidayauas
dszanadaya@iean sandenisdszgnaldsaniumalulagaanns (Mazldnandsludoudaly)
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fladzduipfaukazglassarawnalulag Al Tusdustl 2022

High impact
Massive growth of data generation
due to technological advancements
I
Data privacy Rising demand for predictive analytic
solutions
I
Rising demand for enhanced High initial cost and concerning
consumer experience replacement of human workforce
I
[ Growth of adoption of cloud-based
Lack of skilled and application and services
expert Al technicians
. 2022
Low impact
Shortterm <@====rr=sssssssnssssnsnsnnsnssnsnsnnnnngl | Proorrommmnmmmmnsnmnssnnnnsnsnnnnnnns » Long term

Source: Mordor Intelligence, Krungsri Research

14/ https://www.pwc.com/gx/en/issues/data-and-analytics/artificial-intelligence.html
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https://www.pwc.com/gx/en/issues/data-and-analytics/artificial-intelligence.html
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TdsTizinumn walulad Al adudnanlnddasunniy uazisGuldawinaReaasunnusamisnaes Al fivnludedie sl
mmﬁm“l&?mn%u U VAN LLBILINAY M’?‘M‘?’w\uﬁﬂm (Content) Fine ﬁurﬁ?\uwi OpenAl \Hasa DALL-E figunsavinAny
dnlaidemanndeanuuazianairaduglnwidlaesaluda'® wazile Open Al'ldidafA “ChatGPT" e 3.5
lugasaneifeungadniau 2022 Aldadsanudeanlllunangnanis ez ChatGPT aransavheuitaradudeugsld
WA 11 AELIAANNTR AN UFeY @euumnd unaana vieunsssuushnns@euldn uazasnsannagenldan
Hdatianainainassqaliuuazdesuiifoymaedngls™® auiinispanisaiinlull 2026 fauay 90 seuifenluumesidnas
gnafstudandanesiunes Al

atidlafinn prmgnansnges Al fignldlumeibigndedifisuiu gy Saadwldnnintereadaeuidusamanaen
fnuendudidevne™ oeldinatulad Deep fake Midluniisluaniuanananaes A lunsarslumidau fsenailu
lumihaesauEl AU siteadmfisgnadanuinaessiesnaansiulidate Ieluwhinanaiunsmyaasiimey
wazluunanstianana A n e m R aududaanialitaadnlduaenatini AAeAAUAINITNAT19U19894 (Fake
news) Tifsnszaeuvinlan 1 nszuatnafiEin1sld Deep fake a193alatlaeuiiu Barack Obama WAD Donald Trump

20/

v v ° v
AVEINBEATUETLANE e

luauran Al azgnivaunldaansoldlsslandlananuas wasdufumsvhalviilssandniwanni

9 AN 098 ANEINUNEN 9537 (Natural Language Algorithm) GaazrnldReuRumesanunInIdnlauazdmnTn
3'a@'1?ﬁuwwﬂﬁﬁﬂixamaﬁmwmﬂﬁu Tnenannzlunsliisnisgndn 1 Al Chatbot fazanunsameuifuas lusnng
gnAtnuteneRanalinieuniuuauaie) Ine Frost & Sullivan (2022) manisafinlutdaat] 2022-2026 nsliLanag
Al Chatbot azfiuun Mniuingeseiiasunuyngsia wazazilueiesiieddyiitetiameianudesnistesgniiuay
ahaiszaunisaliia AaBAAUAINIINENIAFaAIANITAlaulMegsia Wy sanwne?! N19euNUNRAR laBnaae

A s o ¥ = " RS ~ o g o o = Yy . s @
wﬂmqvl,ﬂ‘mmuumﬁmwmmeuumwmﬂiu‘im Al @WQJ’]?DVHIH@\W]L?’Wﬂ’}ﬂllllﬂx‘lvlﬂ wazluaunam mm%vl,mmu

di o = o ' o ¥ =< A s v =
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A A

azldszlamiann Al uazanli Al dunagnsmesiunatuladndAnydususiu -
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ﬁ\- .s 'Amﬁaal Intelligence

15/ https://openai.cor

16/ htips
17/ https://www
18/ https://mgronline.c

chatgpt

analyticsinsight.net/internet-in-2026-is-non-reliable-c

n/onlinesection/detai

19/ wmatulagifiegiliaswmas Deep fake Ao Generative Adversarial Network (GAN) %dﬂ@uiﬁﬂauﬁqLmﬂiﬁmifimiﬁﬁm (Deep learning) af1aiudalafisasnig

20/ hitps://www.businessinsider.com/obama-deepfake-video-insulting-trump-2018-4

21/ feeaiingula i nnald Al wmrwmfm]mﬂmﬂwwﬁmmimLﬂumw'zl‘uwmmu sam’s club FaiuiruluaTeaes Waimart Tugaamenna Thanksgiving
@T'Wﬁﬂféfﬂﬂﬂtﬁma“iﬂ'ﬁ: https://www.washingtonpost.com/technology/2022/11/24/thanksgiving-pumpkin-pie-ai-walmart-sams-club
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Industrial Manufacturing 93%
54.68
Financial service 84%
38.15
Technology 83%
28.09
. 21.22
Retail 81% 17.01
13.9
10.06 11.68
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Health care 67%
2020 2021 2022 2023 2024 2025 2026 2027
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Source: Oliver Wyman, Krungsri research

Front office

Customer
analytics
Customer
marketing

Call center
Branch

Business strategy

I

Delivery of
personalized
experience
Support delivery
of commercial
targets

Middle office

e Risk
e Credit

underwriting

e Treasury
e Forecasting

i

e Empower

decision makers
enabling data-
driven decision

e Strengthen

monitoring

Back office

Fraud detection
Regulation and
compliance
KYC and
onboarding

i

Automate
operations
Increase
reliability
Reducing error
rate
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Percentage Share of Enterprise Workloads

100%
90%
80%

49.8% Workload on Premises 47.8%
70%
60%
50%
40%
30%

o 49.8% Workload in Cloud 52.2%
(]
10%
0%

2020 2025
(Forecast)

Source: Frost & Sullivan, Krungsri research
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Guide to Banking
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L —
Repetitive tasks Process list and Periodic reporting, data entry
carried out 50-60 times a day file storage and data analysis

£ T o

Mass email generation, Conversion of data ERP and other back-
archiving and extracting format and graphics office transaction

Source: Cagemini, Krungsri research
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waAAaInanAlulag RPA lTudasil 2020-2025 (Milion USD)

4,996.5

1,651.2

1,341.5 1,441.2
1,117.3 1,093.7
457.6 546.3 671.7 o
2020 2021 2022 2023 2024 2025
Banking Financial Service and Insuarance setor Other sectors — e=Qm== Total

Source: Grandview research, Krungsri research
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36/ https://www.ing.com/Newsroom/News/The-rise-of-the-robots.htm
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Number of loT devices (Billion)

75.4

62.1

51.1
42.6

26.7 307
204 231

154 177

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Source: American banker, Krungsri Research

é’uﬁ@?ﬁwﬁqmiﬂizaﬂmﬂ% 0T iuizasindfauazanunsndaasiaanuiuanunisld doafasiulymisinanetlus
Trai3au nelATasen1aaunszun Smart School bus e loT 2flafliduwgesmsaduaufauuazeuindalm
veainiieglumn uazdsdtymnnudielldinedwisangsedinases®™ anizitlulangsia loT azvidamaddtyanniuvie
gnﬂi:qnmﬂﬂuﬁmiﬁ@mnﬁu ot milﬁwﬁmﬂ@L%qwqﬁnﬁmm@nﬁ'}Lﬁ@Hﬁwmmamﬁmmﬁmzmm‘?mi N9
NINEATEARsHE (Smart farming) ﬁi%LﬁuLm@ﬂuﬂﬁam?QWm@umﬂquﬁmmﬂ USNDUHANAR N17LTMNIIANNIUTE
1M1 (Supply chain) nMawameuewsade i lautianisguaganin sy wanani loT deflumumilu
Tﬂsm%"laﬁugﬂuﬁﬁﬂL%N‘Emmﬂiu‘iaﬁﬁu q Ay llinandunsaiiuazidenseiulanumidsa malaudesya
wazinlof Al “aan” mn%umnme%aﬂmﬁumﬂmw %aﬁquﬁmmﬁ’ﬂmﬂ%wiﬂﬁuamwLLqmﬁﬂuﬂﬁmuﬂﬂmugﬂﬂimﬁ

I3

A d‘ k3 1 a &
WAL UIATIALILAN Lﬂ@ﬂ‘hﬂ]ﬂﬁ;{@ Lazlszuoanan Uz LLAWNATIR

38/ https://www.thebangkokinsight.com/news/digital-economy/technology/939084

3%unsvAs (19


https://www.thebangkokinsight.com/news/digital-economy/technology/939084/

dselaadaasnsuszansild loT Tunanissunas

'
vy a @ '

o aunsaiiudayanaziiAszingAnssurasgnabalunuy Realtime fagauazngAnssusasgnAnfigniiunim

U
a K

o a A 39/ o di a @ -=l' @ ° v v KX v
gunsnidaasuvviveimues dsznauiunisdensedumesidn 56 Nsaniiq vinlvauarsanunsadniedeyaidean
stuuulval wazanansndisziuazianenansineiliedaiuriod (Realtime) visausnssiaiiauanansioued
FINAYNFIBIN9U8gNANTRIUGIAZIY (Personalized products) 1 1w thdayaldiangAnssuanniauasunaimazy
= A = v o o s o A o & o A s a Y = a
awde indeyanisduleuswdineiiauendnineilsziunnenlandiungAnssuaegndn laudusiananu
nianeanuan MmN RurTaLTns i lulanwmidsaluswian uanainil a1aswiAsenasnfLEesitie

] o v ‘d‘ v Y a ) v o U v o v oa '
FgIAFELANMUIIINTEsI uINgnAdNn LENe uazdedayadinailisuansysudanisliusnissiely

Tnaanalignisimunszuungniainisonmagaumuuuineesann id uuedndnduaessunans

e smuInsvingsnssustuailnsalaaies (Smart devices) L n19daingsnasy laddnazidu nstiseAUEnAg du
anlwedagiay (Smart speaker) sauivginsniipgasldninlutinusaesay (Smart home devices) lng Statista A1A91

T 2025 arfitiununivinfegsnssudneauigai 1.6 uauduneaanfaniy visil nsmwngsnesnluguuy

o

pananasiesendanisysanniszesmatulad loT uaz Biometrics 1w n19szyfanunaznslszananamdaides

N 13

AIANNTIYAAINSYNEsNssaEugUnsalluszuL Smart home (Bilion USD)

164

2020 2025

Source: Statista, Krungsri Research
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wmalulad VR AR MR waz XR

Virtual Reality
/- Completely digital environment

| . e Fully enclosed, synthetic
(e ) experience with no sense of the
Mixed Reality \= real world
* Real and virtual m
are intertwined. Augmented Reality
* Involve interaction with XR
and manipulation of both o7 * Real world with digital
the physical and virtual @’ information overlay
environment ~3 * Real world remains central to
~ the experience, enhanced by

virtual details.

Source: Krungsri Research
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41/ https://www
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43/ https.
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https://www.theverge.com/2022/10/3/23384708/tim-cook-metaverse-skeptical-meta-ar-vr-headset
https://mgronline.com/cyberbiz/detail/9650000099907
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AngaAn 2.2 uiiudguneaaifaniylut 2021
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yaAnanraunalulaglaniadianas (Bilion USD)

_______ v
————————— 48.72
___________ 39.78
"""""""""" 32.48
26.53
21.66 I
2021 2022 2023 2024 2025

Source: Precedence, Krungsri Reseach

oA o e, s o : o . .
44/ Snaplnc (2020) 75131 Lilevn AR ndagnianedudn aztdae inmdaussninseenineduinueeadrssludeamisaaulail (Conversion rate)
qwui"'aaﬂ: 90 41N https:/www.retailcustomerexperience.com/articles/why-retailers-should-embrace-augmented-reality-in-the-wake-of-covid-19/

45/ https://techcrunch.com/2022/06/09/amazon-gets-into-ar-shopping-with-launch-of-virtual-try-on-for-shoes/

46/ https://360tours.sg/tours/

47/ https://www.tourismthailand.org/Articles/virtual-tours-thailand

48/ https:/www.techhub.in.th/fundamental-vr-technology-for-health/

49/ https://techsauce.co/metaverse/vr-technology-for-seniors
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https://techcrunch.com/2022/06/09/amazon-gets-into-ar-shopping-with-launch-of-virtual-try-on-for-shoes/
https://360tours.sg/tours/
https://www.tourismthailand.org/Articles/virtual-tours-thailand
https://www.techhub.in.th/fundamental-vr-technology-for-health/
https://techsauce.co/metaverse/vr-technology-for-seniors

Uselagiaasmsiszanalfinalulagilaniadeuassluninsuinng

o inanuhaulaliudndnsusiuazudnsrasunnng ieldgnin il lemliazaumanmanlingeniu
lun1sldusnag i mﬂzﬁ'@ﬂm’u‘LuLL@ﬂwaLﬁmmﬁmﬂw 29 ﬁm’%uﬁ“lﬁtﬂ‘ﬁmwﬂmnﬁmmm?’m‘lﬁﬂuuﬁqaﬁmiﬂﬁ
nsiAsAnvTaayALiyTreIsuIANg mnuum@mmﬂ mﬂmngwm%@mawiﬂu50/ fesunANTR AN ResEn
@ﬂl,ﬂuaﬂwmmqn@ﬂqlun']iuﬁmuﬂmmmmmqmmuﬂuq iy iefuenuaulazesgndn wazaariligndn
frrudnlandnsneivitersnisunntu venannil sunasanaldinaluled VR wannnsWisnisgnéndiugesig
aaulai 1y mmﬁmﬂimummﬁmm’?ﬁ\m%Lﬁunﬂiﬁﬂﬁzﬁ“uﬁuﬁ’iwdmﬂwﬁfmmsﬂmﬁmmiu,azzgnﬁﬂl,ﬁ'ﬂﬁmi
huauarte iR uushAnasundaiuemensdu M’?*@LLﬁm‘zﬁ"aﬁi’mmmﬂmm‘%ﬂﬁ’mﬁﬂugﬂ ﬁ”ﬁlﬁﬁj‘”ﬂﬂ?ﬂﬁiﬂﬁ
aniflegnindnsieiusuneng Wy

v

o FAIunmwanwaiinualeiNadunguaugulu duniseenuuuimudelipoiuiniesunisGuliiugnaAiise
dszanawiallineanznguangulud Gsazdanisdunmansaliviusiabinuswiaisuaza¥aanuynRusiugnA
(Customer engagement) l#@naag Aalti a11ANT Kookmin ailusunassalugjaeanvdlslsldiasanaalunns

Tianuinesunisdulaefauguluidunguulmuiandn®”

o msvhnuuazmsinausuninauaassurms Weiiulszaunianinafidauinuazilszauniaallunsrinenld
A Tnendledeudnna 2022 Meta I Tlafauetnauadu Horizon workroom #iigldauaangnnl VR iledaes
anunsadluieatsegn® uananil malulad VR deasnsntanfisdsz@ngnmnsineusslsuindnem
Bank of America Tildtimatuladl VR wnfinausumiingiuunnndi 50,000 au lunssraesanimmslsiuinnsgnd
LL@zﬁfm‘lﬁﬁmma‘mmmﬁu‘ﬁﬂgaLﬁfaﬁﬂﬂ%Lmﬂwffmﬁﬂwqﬁﬂiimmwﬁmmiwrjwﬂwﬁﬂ@mm o

azifinn nninmelulatilaniadeuasaunlduanannazainad selamiliaunnsudn dafunissronaanunianludng

U
£

as K 9494:4' ' v v = A 1 i’, ' a s Yar o
weATa DeuddiTenanyazuesdienasedldiaan 5-10 Tvdeninndrtiunduumidsaaslaiunsseniuuazgnisvensild
Tuaandns winsiswIAsERMeuN U5usn Andundnisiwasuinissesanainnisdscgnsldinalulat laniailanasad
4 a gy Ao = v 2w
teluandusuna unsynidnuazadlenalulanwendsalsansae
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51/ https://the m/C hanking kookmin-bank-to-develop-financie
52/ https
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ac-integrates-augmented-rea
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1t/newsroom/press-releases/2021/10/bank-of-america-is-first-in-industry-to-launch-virtual-reality-t.ntml|
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ตัวอย่างเช่น%20ธนาคาร%20Westpac%20ในประเทศนิวซีแลนด์%20ได้เปิดตัวฟังก์ชันลักษณะดังกล่าวในแอปพลิเคชันของธนาคารมาตั้งแต่ปี%202014%20อ่านรายละเอียดเพิ่มเติมได้ที่%20https:/www.retaildive.com/ex/mobilecommercedaily/westpac-integrates-augmented-reality-into-bank-account-management
https://thepaypers.com/online-mobile-banking/kb-kookmin-bank-to-develop-financial-services-using-vr-technology--1253118
https://www.tnnthailand.com/news/tech/88727/
https://newsroom.bankofamerica.com/content/newsroom/press-releases/2021/10/bank-of-america-is-first-in-industry-to-launch-virtual-reality-t.html
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https://www.krungsri.com/th/research/research-intelligence/blockchain-and-application
https://cointelegraph.com/news/jp-morgan-executes-first-defi-trade-on-public-blockchain
https://www.computerweekly.com/news/252509262/Blockchain-technology-will-help-banks-will-cut-cross-border-payment-costs-by-10bn-in-2030
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https://www.finextra.com/blogposting/18914/how-to-enhance-kyc-systems-with-blockchain
https://cybersecurityventures.com/boardroom-cybersecurity-report/
https://www.ibm.com/reports/data-breach
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Protecting Data Ensuring Regulatory Safeguarding Brand Ensuring User Safety and
Compliance Reputation Fraud Management

Source: Forst & Sullivan
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zﬁ’ﬁm”mé%uwifl 2022 way Deloitte Aiun i 1 u 4 LLmIﬁmmﬂhi@%ﬁﬁmmﬂQﬂﬂmﬁuwmﬁiuﬁﬁ?\au,m'ﬁ 2021 §ufiasaunain
Zero trust vide “aelidelasvide@ala” (“Don't trust anyone or anything”) ”Loﬁ”gﬂﬂziﬁqﬁqmﬁ%l,wiﬂ 2010% WanzuwIAANIg
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(Device) AldsuaynAvtuazansadugiited iU ulsamld edrdlsfimu uwnAadenanGuiqnsauuazdsll
anansasuilerudaananldacineinnu maziledlinsianansnanzssuudniatedadaladouiieldudaiutiaz
anansomzanslillanfidaudun 14lands
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dumaw (Multi-factor Authentication) (3) NspaLANKazNILUTINIAANIsgLNsniney lueseate lidEnE lun1sviawanizi
=~ | v A . o ' O] | ) X A A P =
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64/ https:/media.paloaltonetworks.com/documents/Forrester-No-More-Chewy-Centers.pd
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https://media.paloaltonetworks.com/documents/Forrester-No-More-Chewy-Centers.pdf
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nsulSeuinguwuIARNIsSNEIAMNLaaANENIe M UasWULAILAN (Tradition) LAZLLUL Zero-trust

Tradition — Zero-Trust
Organization Organization
o { Internal computer network } fffffffff | e Internal computer network } ffffffffffffffffffffffff \
JJ“I Stronger
{%:\ @r fﬁ'@ Controls
ffffffffffffffffffffffffffffff Ceome )
P Coonols -
External ‘
DD device External
Dg device
e After users/devices are verified and e All entities within and outside network are not to be
have access to network, everything trust
within network is assumed safe e Controls are set up for any interaction in any entities

e Strength of controls depends on importance and risk
level of protected data
e Network s divided and isolate attack on data segment

Source: Mckinsey & Company, Krungsri Research
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ngl Gartner AANIRIINAMNFRINIgIEIIUNssN AL aeAsELLL Zero trust 'ﬂZLﬁUIM@Ei’N[FI‘@Lﬁﬂd@ﬂﬂyj@ﬁﬁmaﬂmiu
2020 71 1.9 wituduneaansausgiu 5.2 wiuduaeaafavigluil 20267 uaannslaufnlaues (Cyber-attack) 7
Aedutespiuazainenanademannnto muﬁqngmﬁﬂﬂumiﬁumm**ﬁmi@‘ﬁ'Lﬁmqmmﬂﬁu Tne 3 T 4 vedszmang

Tanazldfunisdnilesdeyadauynna (Personal data) nalsngszilauanuiiudausia (Privacy regulation) lut] 2024%%

66/ hitps:

defense.gov/New

ero-trust-strategy-and-roadmap,

67/ http cnbc.com/2C ecurity-.html

68/ https:/itbrief.com.au/story/gartner-top-five-trends-in-privacy-through-to-2024
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https://www.defense.gov/News/Releases/Release/Article/3225919/department-of-defense-releases-zero-trust-strategy-and-roadmap/
https://www.cnbc.com/2022/03/01/why-companies-are-moving-to-a-zero-trust-model-of-cyber-security-.html
https://itbrief.com.au/story/gartner-top-five-trends-in-privacy-through-to-2024

“Current and future cyber threats and attacks drive the need for a Zero

Trust approach that goes beyond the traditional perimeter defense approach”

News release from U.S. Department of Defense, November 2022
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msdnfsdesaatnadusnedldnunaeviannadnsafdntueiedns ualeunissesunsaitesndy

gldaunldlifuenan (Unauthorized user) vizad litsvasdmniazlasnssndeyavivalanfscunlanau
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% & A, Aa \ - =~ Y a X a P ~ &
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feadlulanandnsulaunanelifinlgsson 1T dauilduuliilanuiuaiy wesiuiefusuananalus 18

wudlduinAtulagtunmasunmst 2023



e

D

o

v

W nsdszenelldnissnnennlaendauuy Zero trust aa9su1Ansat ANy safuuuianadudeunas gt seanniga
i unnedianuuasaiinindsataniadauieades Tnaseniuaes Deloitte (2021) T4 N1AFUIANTENA
saaldinanne 10 T ienlaaussuuinmanulaeasiaduuuy Zero trust Iilasanysnd TnganaEnainssuundinnu

o o o a A o Y a ° a - R A o
Lﬂﬂ\?'ﬁ‘i'ﬂuNﬂﬂ‘a‘gﬂu?uui\?“’]ﬂiﬂuiquﬁ (513 ﬁ‘x‘U‘U‘V]ﬁ"ﬂxﬁiUﬂ’]i‘LMm‘ﬂ’]ﬂ’YixL\m ﬂ’]ﬁ‘QWLﬂuuﬁ"ﬂLmqﬂQﬂ@H@WLﬂuﬂquﬂU

Wusu vsasuldlulasanisingas (Pilot project) 1a98UIA1S Wiw WesuiAnslandnaaeuldIdrsuumanqdvsfiena

J5uldnssnmulaansfunuy Zero trust lilsmeiasluiinsn

aeelefia sruuinmanlaendenilsrdninmuazanuianugeenasiesuaniuauAserinlun1Iing 1 vieueas

> = = = D] = a o > ' o Yy .y
@jﬂﬂq@qqLﬂﬁlﬂrnllﬂZﬁqﬂﬂ?ﬂﬂ')qNﬂuiﬂ@luﬂqiiﬂ\ﬁquizuﬂﬁiﬂLLﬂﬂWﬂLﬂsﬂuiﬂﬂq\? LLWLﬂuﬂqﬁ‘ “ﬂui’]mﬂ')ql,l,ﬂ” NTIEUN

suIAIMAzTAINiinnaaziingraNdamne i iienalsuiiiugasla Al nsReansidaRuLasnIsaIIAN

pszuinluiFasannlaaadenielauasliunnignAmuasninanuressuiasaniluddinassniiunisaaugiu

Talane

o

o

annszuaraanaluladlanannldinesiu dengedrannsnagduualifmatuladnddnyuainasagsiasuianslelu

A3 2

M99 2

9

9

agtuurlidnmalulaguazilszlanilugsnasuinns

Cloud

Automation
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v
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Internet of
Things: loT

¢

Immersive
Technology

Zero Trust
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devices)
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Source: Krungsri Research
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Bank card
/ network, 2.0
113.9

Bank data centers,
238.9

ATMs, 3.1

Banking Gold Bitcion

Source: WEF, Galaxy Digital, Krungsri
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[ ]
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o
Immersive Tech
Low impact
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......................................................... 'S

Note: The size of bubble represents the global market value of each technology
Source: Krungsri Research
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“We have to be quick. [The journey from an idea to a service] must

be as short as possible — we are talking weeks, not years.”

Michael Gorriz, Former Chief Information Officer, Standard Chartered
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